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Copyright Agreement

The purchase and use of all Software and Services is subject to the Agreement as defined in Kaseya’s “Click-Accept” EULATOS as
updated from time to time by Kaseya at http://www.kaseya.com/legal.aspx. If Customer does not agree with the Agreement, please
do not install, use or purchase any Software and Services from Kaseya as continued use of the Software or Services indicates
Customer’s acceptance of the Agreement.
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Azure Setup

Assuming you have an active Azure (https://portal.azure.com/) account.

In order to setup Vorex with Azure you need to add it as a new Enterprise application.
Adding a new application

1 Loginto https://portal.azure.com/.

2 Inthe left-hand menu, select Azure Active Directory.
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3 Select Enterprise application.
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5 Select Non-gallery application.
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Home * Default Directory * Enterpnse applications - All applications » Categones * Add an application
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6 Give a name to your new application and then click the Add button.
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7 Select Single sign-on in the menu and then select SAML.

Password-based single sign-on
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8 Edit the Basic SAML Configuration box.

Set up Single Sign-DUn with SAML

Read the configuration quidd o for help integrating PSA.

Basic SAML Configuration rd

Identifier (Entity 1D) Required
Reply URL (Assertion Consumer Service URL) Required
Sign on URL Ootiona
Relay State Ootiona
Logout Url

9 Enterthe following URLs in the fields provided, replacing subdomain with your subdomain:

— ldentifier (Entity ID): Enter your Vorex domain, e.g. https:;//www.vorexlogin.com

— Reply URL (Assertion Consumer Service URL): Enter https://www.vorexlogin.com/SAML/Connect.aspx

10 Return to the setup screen

11 Modify the User Attributes & Claims box as follows:

— Delete all default Additional claims from the list

— Use the Add new claim button to add the following Claims (leave Namespace blank when adding claims):

Azure Setup

CompanyName > (enter the Company Name as displayed under My Profile in the Vorex Web App).
Email > user.userprincipalname
FirstName > user.givenname

LastName > user.surname

www.kaseya.com
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Username > user.userprincipalname

Use the Add a group claim button to add a group claim

Select Security groups

For Source attribute, select Group ID.

Under Advanced Options, check Customize the name of the group claim then enter SecurityGroup as the

Name and click Save.

— When complete, the User Attributes & Claims section should look as follows:

www.kaseya.com
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12 Edit the SAML Signing Certificate box as follows:
— Signing Option - Select Sign SAML response and assertion;

— Signing Algorithm - Select SHA-256;

SAML Signing Certificate
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Download the Certificate

In the setup screen, click the SAML Signing Certificate box then download the certificate.

0 SAML S.QTng Certificate s
Status Actve
Thumbprant S39F4TE1CO2ASTTOSESS3DEAFETITDESSOERTT2F
Exparation 10/17/2022, 5:16:55 PM
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=
]

Certificate (Basetd)
Certificate (Raw)
Federation Matadata XML

[l ]
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Vorex Setup

In Vorex you need to setup the system to enable SAML authentication and that can be achieved under Admin > My

Company > Authentication.
In the “Single Sign On” tab, upload the certificate downloaded previously, and set “Enable Single Sign On via SAML” to

Yes, then click Save.

Authentication

v Save(s) ] E Refresh (R) ]

e Sign On Authenticator

Emable 5|"|3|E 5 Bn On via SAML;

[ ves JO I

Single sign on URL:

-

=

(D]

SAML Login Endpoint URL:

Certificate Information

No Certificate detected.

| Upload Certncate || Delete Certiicate

Auto-Provision Users:

This will enable Vorex SAML authentication.

www.kaseya.com
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Azure Application Assighment

Once the application created, you have to assign users or user groups to this application.
1 Select the Users and groups tab in the left-hand menu.

2 Click the Add user button to assign users or user groups to this application.
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Now when the user assigned, perform the following steps to make sure that SSO is working:
1 Log out and close the Azure management portal and the Azure AD access panel.

2 Inanew browser session, navigate directly to the access panel at http://myapps.microsoft.com.

L i B DL R Y St AT LD,

B Mecrosoft

Apps

\

3 Enteryour Azure AD credentials to log in. After authentication, you will be able to interact with the applications
integrated with the directory.

4  Click on the Vorex SSO application you created to be redirected and logged in to Vorex.

Azure Application Assignment

www.kaseya.com
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Enable Two Way SAML Login

In order to launch Azure during the Log in from Vorex. You need to enable two-way SAML integration. In order to do this,
you will need your Azure Login URL that can be found here:

o Set up PSA l}
vou'll need to configure the application to link with Azure &D.

Lagin URL hitps/loginmicrosoftonline com/S0H8 e 02 -100e-40... E

Azure AD identifier hitps:/sts windows.net/901Be2M2-00e-4072-3cta-6.. | [[)
Lagout URL hitps/Noeginmicrosoftonline comfcommon/wsfede... E
View step-by-step instructions

Once you have this URL, you will need to save it in Vorex under the Authentication Page:
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This will allow you to leverage the Azure Log in screen when users are trying to log in to Vorex. You can enable this on the
User Level by updating the Authentication Type on the Employee Level:

Enable Two Way SAML Login www.kaseya.com
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Personal Details | Contact Info Shifts Assodiated Acoounts Associated Queues
Lser Mame:¥ Emp 1D:*
EMploye 4596
First Name:* Middle Name:
First
Last Name: Email Address*
emal
Job Title:* Department:*
Administrator ¥ Administration
Location:* Employment Type:*
Main Branch ¥ Full Time
Manager:* Hire Date:
Belle L4
Termination Date: Birth Date:
S5M: Marital Status:
Status: External: Gender:
L Active ] ves
External Authentication Type: Motes:
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% \
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Enable JIT Provisioning

In order to enable Just-in-Time (JIT) provisioning, you will need to do it from the Vorex Authentication page.
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By default, all Users will take the Default Security Roles specified in the above Employee Defaults Section. In order to
start mapping Active Directory Groups to Vorex Security Roles you will need to Add Mapping Rules as following:

Enable JIT Provisioning www.kaseya.com
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By adding multiple Rules, you can now start routing Active Directory Users to Vorex Security Roles based on Domain and
Security Group.

Enable JIT Provisioning
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