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Introduction

Introduction

The Kaseya Server allows administrators to manage their entire computing infrastructure with one
integrated web-based information technology application. The Kaseya Server is the central
component of the Kaseya IT Framework, issuing schedule-based instructions to Kaseya agents. All
communication to the Kaseya Server is initiated from a Kaseya agent, making it virtually impossible
for a third-party application to attack the agent from the network.

Administrators access the Virtual System Administrator (VSA) console through a web interface,
allowing them to schedule system management activities to remote systems.

The Kaseya Server:
= Is complete, scalable, secure, configurable, and location independent.
= Deploys in minutes, without consultants or long training cycles.
= Allows for complete control of each client’s infrastructure.
Follow the instructions in this guide to install and configure the Kaseya Server on your network.

Note: For information about installing and configuring Kaseya agents, see the Kaseya Agent
Configuration and Deployment Guide.

Note: For the latest instructions on migrating an existing KServer to a new machine see the article How
do T move my Kaseya Server to a hew computer? (270436) in the Kaseya Support Knowledge Base Portal.
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Pre-Installation

Minimum System Requirements

The Kaseya minimum system requirements are a guide to help the user plan for a Kaseya
implementation, based on the number of systems each user intends to manage. The current
minimum system requirements are posted on the Kaseya website at
http://www.kaseya.com/support/system-requirements.aspx

IMPORTANT: The Kaseya Service software must be installed on a server dedicated to the Kaseya
application to qualify for server-related support.

All server configurations require:

TCP/IP Port: 5721 open to inbound and outbound traffic
TCP/IP Port: 25 open to outbound traffic
TCP/IP Port: 80 open to inbound and outbound traffic

Pre-Install Checklist

Before installing Kaseya Server software, verify that all the necessary prerequisites have been met.

O

Verify minimum system requirements at http://www.kaseya.com/support/system-requirements.aspx

Verify Microsoft Internet Information Services (1IS) is installed.

Verify MS IIS functionality.

Verify MS .NET Framework 2.0 is installed.

Verify folder permissions.

Verify Internet Explorer is the default web browser.

Verify the server is configured to bypass proxy.

Verify database type:

e SQL Server 2005 — Production use

e SQL Server Express 2005 — Evaluation only

Verify designated domain name or internet IP address.

Identify the TCP port to be used for agent communication, verify it is open.

TCP port 25 must be open for outbound SMTP traffic.

Identify the port to be used for VSA administration.

Oo|joo|jo|jojo|joyo|jo|jo|o|alo

e Port 80 for HTTP
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O e Port 443 for HTTPS

O

Verify Kaseya software is NOT installed on a server running Microsoft Exchange

O Verify Kaseya software is NOT installed on a server running MS Small Business Server

Microsoft Internet Information Services (11S)

The Kaseya Server uses Microsoft Internet Information Services (1IS) version 5.0 or above in order to
host the administrative console. Verify MS 1IS is installed and configured PRIOR to installing the
Kaseya Server. IIS is included with all versions of Windows 2000 and Windows 2003 as well as
Windows XP Professional.

Note: Although possible to do so, Kaseya does not recommend implementing the Kaseya Server ona
system running Windows XP Professional. Windows XP Professional is supported for evaluation only.

Verify Internet Information Services (ISS) is Installed
To verify that the Internet Information Services (11S) is installed, follow the steps below.
1. Click Start = Control Panel = Add or Remove Programs.

2. From the Add or Remove Programs window select Add/Remove Windows Components on the left side.
The Windows Component Wizard window will appear.

3. In the Windows Component Wizard window, scroll down and verify that the Internet Information
Services (IIS) is checked. If IS is NOT checked, then consult the appropriate Microsoft
Documentation and install IIS PRIOR to installing the Kaseya Server.

-
 Add or Remove Programs

B —_—
iféj Currently installed programs: [ show updates Sort by | Mame |
c&:;%igr ﬂ%! Acronis True Image Server
Programs el
} To remove this program from your computer, ¢ LEMOYE,
L5
add New Eﬂ Adobe Acrobat 6.0 Professional Size  349.00MB
Programs
. Broadcom 440x 107100 Integrated Contraller Size 0.13ME
@ [}S ﬁJ Conexant HDA D110 MDC ¥,92 Modem Size 0.55ME
AddRemove Wi I Dell ResourcecD See  2.73MB
Windows

Companents five destion Size 1,535.00M6 -

oMeetingfGoToWwebinar 3.0.0.190 Size +.41MB

@ 115! High

Set Program ﬁﬂ InkeliR}
Access and

inition Audio Driver Package - KES35221

hics Media Accelerator Driver For Mobile

Defaults E Intel{R) PROSELMWireless Software Size  32.94MB
\F e 150 Recorder Sge  D.E1ME
ﬁi Kaseya Agenk Size 1.23MB
ﬁﬂ LiveUpdate 1.7 (Symantec Corporation) Size 3.99MB

@ Microsoft .NET Framework 1.1
5! Microsoft .NET Framework 1.1 Hotfix (KES85903)
Microsoft MapPoint Morth America 2006 Size 1,145.00MB ¥

Test Internet Information Services (1IS)

Close the previous window. To test the IIS configuration and confirm the Kaseya Server’s IS service
is functioning, follow the steps below.

1. Open a Microsoft Internet Explorer web browser and enter http://localhost in the address bar.


http://localhost/�
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2. If IS is properly configured, a welcome page similar to this one should appear. The actual page
displayed will vary according to the version of IS and the operating system installed on.
2 Welcome to Windows XP Server Internet Services - Microsoft Internet Explorer, EIE'E'
File Edit Wew Favortes Tools Help 1','
« ¥ ﬂ i'] A /- Search 57 Favorites 2 v = - 3
address | @] hitp: flocalhost lacalstart, asp ! GD
. ~
__ Microsoft*
[ ' Wi ndOWS' Xl
| Professional
Your Web service is now running.
You do not currently have a default Web page established for your users.
Any users attempting to connect to your Web site from another machine are
currently receiving an Under Construction page. Your Web server lists the
following files as ible default Web pages:
default.htm,default.asp,index.htm,iisstart.asp. Currently, only iisstart.asp
exists.
To add documents to your default Web site, save files in
c:hinetpubl wwwrooty.
Welcome to IIS 5.1 . ﬁ Integrated Management
Internet Infarmation Services (I1S) 5.1 “ou can manage 11 through the
for Microsaft Windaws xP Professional Windows XF CgDI‘nDLItEI’ Malgagement
s\:.'ngs the\zot"':'el'isof Web compu!:lmg':o console or by using scripting. Using the
indows. Wi s you can gasily share console, you can also share the contents
files and printers, or you can create of your sites and servers that are
appllcatl_ons to securely DUPI‘Sh rmanaged with Internet Infarmation
information on the Web to imprave the Services to aother people via the web,
way your arganization shares Accessing the IS snap-in from the
|nf0r|_'nat|0n. 1S is & secure platform for consale, you can configure the most
building and deploying e-cammerce commo|‘1 115 settings and properties,
SDIUIF'DT:.S a”‘i r';;fs'ﬁvn';r't'cal After site and application development,
applications to the Web. these settings and properties can be used
in a production environment running
Using Windows XP Professional with 115 more powerful versions of Windows
installed, provides a personal and SErvers,
developrment operating system that
allows you ta:
@ Dnline Documentation hd
@I]Dune =) \3 Local intranet
‘ H 1 ‘ . i H
3. If ‘Page cannot be displayed’ or ‘Can not find server’ message(s) appear in the web browser, IIS

has not been configured correctly. DO NOT PROCEED with the Kaseya Server installation. The
installation will fail if 11S is not installed and configured properly.

4. You need to set IIS in 32 bit mode if you are installing the KServer frontend on a 64 bit server.
See http://support.microsoft.com/default.aspx/kb/894435 for more information.
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2} Cannot find server - Microsoft Internet Explorer

File Edit ‘iew Favorikes Tools  Help

= A A Y 1 -
QBack > Iﬂ IELI W) gearch ¢ Favarites &t == ’ia by

Address Qj http:/flocalhast) b a G

@ The page cannot be displayed

The page you are looking for is currently unavailable. The web
site might be experiencing technical difficulties, or you may need
ta adjust your browser settings.

Please try the following:

Click the Refresh button, or try again later,

If yvou typed the page address in the Address bar, make
sure that it is spelled carrectly.
Tao check your connection settings, click the Tools menu,
and then click Internet Options. On the Connections
tab, click Settings. The settings should match those
provided by vour local area network (LAN) administrator or
Internet service provider (ISP).
See if your Internet connection settings are being detected.
Tou can set Microsoft Windows to examine your network
and automatically discover network connection settings {if
your network administrator has enabled this setting).

1. Click the Tools menu, and then click Internet

Options.
2. Onthe Connections tab, click LAN Settings.
3. Select Automatically detect settings, and then
click OK.

Some sites require 128-bit connection security. Click the
Help menu and then click About Internet Explorer to
determine what strength security you have installed.
If you are trying to reach a secure site, make sure your
Security settings can support it. Click the Tools menu, and
then click Internet Options. On the Advanced tab, scroll
to the Security section and checl settings for SSL 2.0, S50
3.0, TLs 1.0, PCT 1.0

Click the ™ Back button to try another link,

Cannot find server or DNS Error
Internet Explorer

@:I Done ® Internet

||

5. While the web browser is open, ensure that the Server is NOT configured to access the internet

via a proxy server. Follow the steps below.
» Select Tools on the browser's menu bar.

» Select Internet Options. In the Connections tab, select the LAN Settings button and verify that

the Proxy Server Option is NOT checked.

» Ensure that the intended Kaseya Server has all of the current patches, including the latest
MS IIS patches. If installing any of these patches now, ensure that the intended Kaseya

Server has been rebooted prior to beginning the server installation.

Verify MS .NET Framework 2.0 is Installed

MS .NET Framework 2.0 is a prerequisite for the Kaseya Server installation. Verify .NET Framework

2.0 is installed via the Add/Remove Programs console on your server.

Verify Folder Permissions

Verify Read & Execute, List Folder Contents, and Read permissions are enabled for NETWORK

SERVICES and IIS_WPG on the following folders:
=  Windows\Help\iisHelp\Common
= Windows\System32\inetsr"\ASP Compiled Templates

= Windows\SysWOW64\inetsrv\ ASP Compiled Templates (64-bit only)

=  Windows\lIS Temporary Compressed Files



Default Web Browser

Verify that the default web browser is Internet Explorer. Although it is possible to administer the
Kaseya Server using other internet web browsers, Kaseya will only provide support for Microsoft
Internet Explorer.

To verify the default web browser, follow the steps below.
Select Control Panel from the Start menu.
Launch the Add or Remove Programs utility.

Select Set Program Access and Defaults on the left side and then select the Microsoft Windows radio
button. This will display your Windows defaults.

Verify that the web browser is Internet Explorer one more time.

1.
2.
3.

ri Add or Remove Programs Q@EI

-’
Change or
Remove
Programs

ot

Add Mew
Programs

AddfRemove
Windows
Components

@

Set Program
Access and
Difaults

A program configuration specifies default programs For certain activities, such as Web browsing or sending e-mail, and which
programs are accessible from the Start menu, deskkop, and other locations.

Choose a configuration:

(&) Mirrosoft Windows ES

Sets programs included in Microsoft Windows as defaults, and enables or removes access ko the programs shown below,

Web browser : Internet Explorer

Enable access: Internet Explorer

E-mail program : Use my current Microsoft e-mail program %

Enable access: Outlook Express

Media player : Windows Media Player

Enable access: CQuickTime Player, RealPlayer, Windows Media Flayer

Instant messaging program : ‘Windows Messenger

Enable access: Windows Messenger

Yirtual machine for Java: Microsoft Virbual Maching

Enable access: Microsoft Virbual Machine

) Mon-Microsoft ¥
) Custam ¥

ok | [ cancel ][ heb
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Bypass Proxy Server

Ensure that the Kaseya Server is not configured to access the internet via a proxy server. Kaseya
agents may be configured to connect to the Kaseya Server through a proxy server (Knowledge Base
article KB10018); however, the server must have a direct connection to the internet.

2]

General | Security | Privacy | Content | Connections | Programs | Advanced

Local Area Network (LAN) Settings

Autormatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

it a5

[Juse automatic configuration script

Priocey sepwer

0 Use a proyxy server For your LAN (These settings will not apply to
dial-up or ¥PM connections),

Kaseya Server Domain Name or Internal IP Address

Kaseya agents initiate all communication with the Kaseya Server, it is for this reason the agents must
always be able to reach the domain name or IP (Internet Protocol) address assigned to the Kaseya
Server. Choose an IP address or domain name which can be resolved from all desired network(s),
both on the local LAN and across the internet.

Note: Although a public IP address may be used, Kaseya recommends using a Domain Name Server
(DNS) name for the Kaseya Server. This practice is recommended as a precaution should the IP
address need fo change. It is easier to modify the DNS entry than redirecting orphaned agents.

Port Configuration

By default, Kaseya agents communicate with the Kaseya Server using Transmission Control Protocol
(TCP) Port 5721. This may be reconfigured to any other free and available port during (or after)
Kaseya Server installation.

The Kaseya Server makes an outbound communication to Kaseya's Corporate Headquarters using
port 5721. For this reason, ensure both inbound and outbound access.

Ensure that:
= Both outbound and inbound access is ENABLED on TCP port 5721.
= Another system or service is not currently using this port.
= There is outbound connectivity on port 25/TCP to send email alert notifications.

= Port 80/TCP (HTTP) or 443/TCP (HTTPS) is accessible to system administrators to connect to
the Kaseya web pages for remote management.

Anti-Virus Software

DISABLE Script Blocking for any anti-virus software running on the intended Kaseya Server.

10
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DISABLE the real-time anti-virus scanning during the actual installation of the Kaseya Server
software. ENABLE this feature after the installation is complete.

SQL Server Version

Kaseya supports installation using Structured Query Language (SQL) Server or SQL Server 2005
Express edition. SQL Server 2005 Express is only supported for evaluation and should not be used in

a production environment.
Download the appropriate installer from http://www.kaseya.com/forms/download.aspx
= [finstalling Kaseya with SQL Server 2005 Express, confirm that an old version of SQL Server
2005 Express is not already installed. Although it is possible for multiple versions of SQL Server
2005 Express to co-exist, Kaseya does not recommend this configuration. Remove any existing
versions of SQL Server 2005 Express prior to installation.
= [f installing Kaseya with SQL support, confirm that SQL Server 2005 is installed and functional
prior to installing your Kaseya Server. Confirm that the system administrator (SA) password is
available during the installation process.

Sizing Requirements
SQL Server 2005 Express will be installed on the same drive and in the same subdirectory as the
Kaseya Server installation. It is important to ensure sufficient disk space exists on the drive selected
for your Kaseya Server application and database environments. Kaseya recommends a minimum of
5 Megabytes (MBs) of the disk space for each machine that will be managed by the Kaseya Server.
For example, when managing 100 machines, a minimum 500 MBs of available disk space is required
for the SQL Server 2005 Express database, on the drive where the Kaseya Server application has
been installed.

11
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Kaseya Server Installation

After completing the Kaseya Server installation process, refer to the Kaseya Agent Configuration and
Deployment Guide to finalize the Kaseya implementation.

Note: Do not proceed with the Kaseya installation unless the Pre-Install Checklist (page 5) has been
completed.

Installation Steps

The Kaseya installation package automates most setup actions. However, some basic user
interaction is required. Follow the steps below.

1. Locate the Kaseya Server Setup file. kaseyaVSA.exe is the single installer for use with SQL
Server or SQL Server Express.

Note: SQL Server Express can be downloaded and installed automatically by the installer program.

2. Confirm agreement with Kaseya licensing requirements. Click Next to continue, or Cancel to end
the Kaseya installation.

3. After agreeing to the licensing, the system will prompt you to select to install using an existing
SQL Server or SQL Server Express instance, download Microsoft SQL 2005 Express, or
resume a previous download of SQL Server 2005 Express, Click Next.

Note: If selecting to download SQL Server 2005 Express, the database installation package is
downloaded and installed to the local machine.

-

Kaseya Server Installation Wizard @

Microsoft S5QL Server 2005 Express Edition Download

The Kaseya Server installation requires Micrasoft SOL Server 2000 or 2005, 1f
none i available, pou may choose to download the Microzoft SOL Server 2005
Express Edition now.

¥ o
- }
S -

Select Microzoft SAL Server 2005 Express Edition Download Option

# Do not download  Use an esisting SO Server

" Start new download. Any previous download wil first be deleted.

" Continue previous download. Resume download from the point where a
previous download, if any, was intenupted

To continue, click Next.

Mest » Cancel |

4. The installation application will prompt you to select the location for Kaseya Server files to be
installed. The installation path may not contain any spaces. At this time the installer will begin
extracting the required files and begin the installation process.

13
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Note: If installing Kaseya with SQL Server 2005 Express, the database installation and automatic
configuration has been completed. Once you have selected the Kaseya directory skip to step 7.

r ~
Kaseya Server Installation Wizard Fg|
» + Kaseya Server Installation Directory
- * Choose the path to install the Kasspa Server, Web pages, Kassya user profiles, and

database engine if included in this installation packge.

Kaszeya Directary

Ch\Kasepa Browse...

To change the path, click Browse.

Cancel |

5. Select the location of the SQL Server instance to use for the Kaseya database. If using a
separate SQL machine, configure the required IP and SQL Server instance name at this point;
otherwise the installation will look for a local SQL Server instance.

Note (64-bit only): If you are installing to a local 64-bit SQL Server 2005 instance, choose remote
SQL server instead of local, and enter the local computer's name as the server name.

r -
Kaseya Server Installation Wizard El

Vh Microsoft SOL Server Host Computer Selection

s I = Select the computer that hosts the Microsoft SOL Server on which you would like to install
the Kaseya server database

Huost Computer with Microsoft SAL Server

& 501 Server iz on this local computet

" SOL Server iz on a remote computer

IP &ddress ar computer name |

S0L Server instance name. |
Leave blank to select the
default SHL Server instance.

To continue. click Next.

Mest » Cancel |

6. If running multiple instances of SQL databases on your SQL Server, select the desired database
to install Kaseya. In this example, DBSERVER1 was used.

[ »
Kaseya Server Installation Wizard le
» 4+ Mi ft SAL Server Inst Selech
- = Multiple instances of the Microsoft SOL Server has been found on this server. Please

select the name of the instance of the SAL Server on which pou would like to install the
Kaseya server database.

Microzoft SOL Server Instance Names

Select SAL Server instance on which
ta install the K.asepa server database:

To continue, click Next.

Hest > Cancel |

7. Enter the license. If you do not have a license key, contact your Kaseya sales representative.

14
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Note: The Next button will remain grey until the valid 26-character code has been entered.

=

Kaseya Server Installation Wizard El

- + Welcome lo the Kaseya Installation Wizard

o *  The Kaseya Installation “izard installs the Kasepa server companents on your machine.
License Code

In the field below, enter the 26-character icense code that was emailed to you.
For convenience, dashes are ignored and can be left out

NOTE: Clicking Cancel at any point in this installation stops the installation and leaves the
maching untouched.

| Cancel |

8. Once the license code has been accepted, the Database configuration dialog will be displayed.
The SQL version requires administrator rights to install the database. Enter the SQL System
Administrator username and password. Kaseya recommends accepting the default SQL
Memory Size.

Note: SQL Server 2005 Express installations will NOT be able to access the Logon
Name/Password function. The installer will generate a random SQL Server 2005 Express
administrator credentials and then discard it after the installation is completed.

-

Kaseya Server Installation Wizard El
- + Mi ft SAL Server Prop
N

SOL Server Spstern Adrministrator Authentication

Enter the SOL Server spstem administrator login name and password. This account
iz uged to install the Kasepa database schema.

Login Mame: |sa

Password: |xx

SOL Server Memory &llocation
SOL Servers default memary setting consumes virtually all system memory. To
efficiently run additional processes on the same machine, such as 115, allocate 50%
to 5% of the available memory to SOL Server.

SOL Server memary size [MB]: 251

16 ME 503 MB

1
18]

To continue, click Nest

< Back | Mest » Cancel |

9. The system will prompt you to enter the Kaseya Master Administrator’s User Name and Password.
Both the user name and password are case sensitive.

Note: This is the Kaseya administrator address, not the database administrator address.

15
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Enter a valid email address. This address is used as the 'reply to' address for messages sent
from the Kaseya Server. Kaseya recommends using the address for the ticketing system or a
group distribution address. Do not use a personal email address. A common choice is
support@clientcompany.com.

Kaseya Server Installation Wizard gl

- 1 + Kaseya Master Administrator Account

» I % Create a Master Administrator account name and password. The password must be at
least six characters Longer names and passwards are recommendzd for higher security

Email alerts are sent to natify the administratar of spstem problems and changes an
managed machines. Enter an email addrezs for thiz adminstrator to receive alerts. The
email address may be changed later in the WSA.

Account Infarmation

Account Name: [ 3gmin
[zaze sensitive]

Password: [
[caze sensitive]

Password  [sese
Confirmation:

Ermail Address: |admin@kaseya. com

To continue, click Nest.

< Back | Heut = | Cancel |

10.Enter the host name or IP address of the Kaseya Server in the next dialog box. The host name
should be resolvable by all systems on the local network and across the internet. The agents will
use this name or IP address to communicate with the Kaseya Server. The user has the option to
change the default port number that the Kaseya agents use to connect to the Kaseya Service.
The port number can be changed after installation.

Note: Do not set to Port 80. This port is already used by IIS and will result in conflict.

Best Practices: Although a public IP address may be used, Kaseya recommends using a domain name server
(DNS) hame for the KServer. This practice is recommended as a precaution should the IP address need
to change. It is easier to modify the DNS entry than redirecting orphaned agents.

3 -
Kaseya Server Installation Wizard ﬁl

V‘l‘-\{ Kaseya Server Network Settings

‘\‘r/* Server Mame or Routable [P Address

Enter the fully qualified host name (ks.yourcompany. com) or IP address of the server:

|Vsasarver yourdomain. com

MOTE: Kasepa Agents must be able ta resolve this host nameAP addiess and port

number.

Fort Mumber
Erter the port number for the Agents to connect to the Kaseya 5721
Service:

To complete the installation, click Finish.

< Back | Einish Cancel |

11.Click Finish and the installation will complete.
Upon completion of the installation, a web browser window will open with the contents of the
Kaseya installation log. All installation steps, including any errors, will be listed in this log.

For assistance with any installation errors, email support@kaseya.com with a full description of
the issue and attach the Kaseya installation log found at %WINDIR%\kaseya.html.
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SMTP Smart Host Setup

The KServer uses the 1IS Default SMTP Virtual Server to route outbound email generated by the KServer
to an existing smart host. A smart host is an email server which accepts outbound email and delivers it
to recipients on your behalf. If the smart host requires authentication or encryption, the Default SMTP
Virtual Server can be configured to provide it.

Installation Steps
Follow the steps below to configure the SMTP smart host using Internet Services Manager (IIS):
1. From the main menu bar, select the following:
> Start
» Settings
» Control Panel
» Administrative Tools
» Internet Services Manager
The system launches the 1IS Microsoft Management Console (MMC).
2. Select Default SMTP Virtual Server, the right click and click the Properties option.

‘i Consolel - [Console Rootlinternet Information Services\SPENCER {loc... g@§|

Bﬁn File  Action Wiew Favorites  Window  Help == x|
& =|H= 2 m
IF::] Consale Rook Name |
= % Internet Information Services %Domalns
= g SPEMCER (local computer) € Current Sessions

1 (L] Web Sikes

SR ACefault SMTP Virtual Server
%€, Domains
ﬂ Curtent Sessions

1 Tkem
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3. Click the Delivery tab, then click the Advanced... button.

Default SMTP ¥irtual Server Properties EHE
Generall Accessl Messages Delivery | LOAP Houtingl Securit_pl
r— Outbound
FEiret retiy interval [minutes]:
Second reftry interval [minutes): lF
Third retry interval [minutes): lF
Subsequent retry interval [minutes]: W
Delay natification: IT Im
Expiration timeout: lz_ Days i
~Local
Delay notification: IT IHDurs 'l
E =piration tmeout; |2— Draps hd
Outbound Security... | Outbound connections... | Adwanced.. |
0k I Cancel | Lpply | Help |

4. In the Advanced Delivery window, typically the only field you have to enter a value for is the Smart
host field. This represents the target email server you are passing your outbound emails to,
usually the email server maintained by your own company. If you are entering an IP address
instead of a domain name enclose the IP address in square brackets. For example,
[72.14.253.109].

' Advanced Delivery g‘

Maximum hop count
15
Masquerade domain:

Fully-qualified domain name

‘kaseya.:om Check DNS

Smart host

‘macB.mtermed\a.net

[~ Attempt direct delivery before sending to smart host

[ Berform reverse DNS lookup on incoming messages

OK Cancel ‘ Help |

5. The Fully-qualified domain name defaults to the name of the machine your VSA and IIS are
installed on and typically doesn't need to be changed. You can click the Check DNS to check that
your VSA machine is connected to your domain name server.

6. Leave the Attempt direct delivery before sending to smart host checkbox blank. This ties up your VSA
webserver by trying to deliver the mail itself first.

7. Right click the Default SMTP Virtual Server. Click the Stop option. Once the service stops, click the
Start button to restart the service. This forces IIS to start using your configuration changes
immediately.

This completes the basic setup for a smart host. The following settings may also be required.
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Changing the IP Address and Port Number

The IP address and TCP port number uniquely identify the SMTP virtual server. The default TCP port
number is 25. The SMTP virtual server by default listens on port 25 to (All Unassigned) IP
addresses on the IIS machine. If you want the SMTP virtual server to listen to specific IP addresses,
change the (All Unassigned) value in the IP Address box, click Advanced..., and select the
additional IP addresses.

Default SMTP Virtual Server Properties

General _A:cess__ Messages_ Delivery | LDAP Routmg__ Security

% Default SMTP Virual Server

IB address:

(All Unassigned) g Adyanced.
[ Limit number of connections to: 0
Connection time-out (minutes) 10

[v Enable logging
Active log format

[w3c Extended Log File Format ~|  Propsities
.

Avuthentication and Encryption

If your company maintains its own email server, then your email server can be configured to accept
your VSA generated outbound email without requiring authentication or encryption.

If you use an external email service provider, however, you will most likely need to authenticate the
outbound email you are sending to the external email server. Email service providers usually require
this to prevent spammers from using the email server as a "open relay" to forward spam email
anonymously. The email service provider may also require email be encrypted to ensure privacy.

For example, let's say you want to use Google's Gmail as your smart host.
1. Create a Gmail user account.
Enter smtp.gmai l _com in the Smart host field of the Advanced Delivery... window.
On the Delivery tab, click the Outbound Security... button.
Enter your new Gmail account user name and password in these two corresponding fields.
Check the TLS encryption checkbox. Gmail requires email be encrypted.

apreDn

[ Outbound Security g‘

{~ Anonymous access
No user name or password required.
(@ Basic authentication

The password will be sent over the network in clear text using standard
commands

Username: |announ:emems Browse...

Password

" Integrated Windows Authentication

The client and server negotiate the Windows Security Support Provider

Interface
|
|

[v TLS encryption

oK Cancel Help
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6. Right click the Default SMTP Virtual Server. Click the Stop option. Once the service stops click the
Start button to restart the service. This forces IIS to start using your configuration changes
immediately.
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Finalizing and Testing

The Kaseya Server is now completely installed and ready for service. It is advisable to perform a few
functionality tests prior to full implementation. Test the Kaseya Server’s ability to send email by
sending a test email from the Kaseya Server. Follow the steps below.

1. Log on to Kaseya.
2. Access the System > Configure page.
3. Send a test email by clicking the Test button and enter a valid email address.

If the test email does not arrive within 5 minutes, check Kaseya Server's system event logs for
any errors from SMTPSVC. These may provide a clue as to the point of failure. You can
reference Kaseya knowledge base articles about troubleshooting SMTP.

Home \ Audit | Scripts | Alerts | Ticketing | Patch Mgmt | Remote Cntl | Backup | Reports | Client | System |

eya Evaluation Edition Log Off: rhendrix

L tHanig iy ~
[ Check-in Policy 3

Admin Roles Check For Update “ersion Mumber: 4.5.0.1 Reapply Schema

[P ©ieetio fOEl Warn if the server can not get updates from http://vsaupdate.kaseya.net.

[ Membership
[ Group Access
[ Function Access Specify email alert sender address [admin@yaur-company.com Set Ernail
[ Login Hours

Warn when the license reaches the maxirmum nurmber of seats.

Admin Accounts
[ Create f Delete
[] Enable [ Disable Biackup folder | Seript Prompt:

Explorer User Prompt

Run databasg

[] Bet Password Enter address to send a test email to. Email sent from the server email address,

[ Admin History Enter 00 disa|  hendis@kaseya com Cancel
Server Management |user@}'0uf'00mnam'-00m

[ Request Support

[ Configure

4. Verify that the Kaseya Server can be reached from the internal and remote locations by opening
a Microsoft Internet Explorer browser window and entering in http://<UserAddress>.
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Installing the Kaseya Endpoint
Security Addon Module

Kaseya Endpoint Security is an addon module to the Virtual System Administrator that you can
download and install once the VSA is installed. The KES.exe is a 49MB file and can be downloaded
from: http://www.kaseya.com/forms/download.aspx

Note: For information about Kaseya Endpoint Security features, see the Kaseya Endpoint Security User
Guide.

Make sure you're working with a latest version of the KES.exe that is compatible with the KServer you
have installed. Right click the KES.exe file and click the Properties option. Click the Version tab, then the
File Version option in the ltem Name list box. If the version is correct, proceed with the installation by
double-clicking the KES.exe.

The KES server installation shares the same requirements as your KServer. In addition, you must
configure your IIS to allow ASP.NET. The example below shows how to enable ASP.NET in an IIS 6
environment.

W internet infomstion Services (115) Manager
I — io
=+ LM EAE 2 2| = H

. Wisb Servis Extensior
51 i Dot SMITP Vetuad 51

18] ket Dt Conmector

B xomo

allow ASP.NET

L I ) A R e

#stan| |3 & # il server - | g ddvrstratis Tock | 1 ciwinmows 15 tnkernet tnformatio. B cwmmowsissteny. . | |9 2157

The KES server installation takes approximately 5 to 10 minutes, depending on the size of the
database, and resets administrator logons to the KServer, if administrators are currently logged on.

The KES installation:

1. Checks for the existence of the KServer.
Checks the KServer version supports the latest version of KES.
Connects to the Kaseya license server to verify license.
Checks for ASP.NET 2.0.
Verifies administrator credentials.
Registers IS Extensions.

S
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7. Creates the directory structure. For example, it adds the webpages\Antivirustab directory.
8. Updates the database and resets the KServer administrator logon page.

Once done verify the Endpoint Security version number displays on the System > License Manager
page of your KServer. In this example, the version is v1.0.785.

Kaseya Managed Services Edition - v4.8.1.0

License Code: T
Eupiration Date: 16-May08

Maintenance Expiration Date: 16 -Apr08

Endpaint Security: v1.0.785

This completes your installation of the Kaseya Endpoint Security addon module.

24



Conclusion

Conclusion

Following the instructions presented in this document allows the user to install the Kaseya Server
software properly. Contact a Kaseya Support Representative for any questions regarding the
installation or use of the Kaseya Server software.

The Kaseya Server should be able to be reached from internal and remote locations by opening a
Microsoft Internet Explorer browser window and entering http://<useraddress>. The user can reach
the Kaseya Server's logon page from all supported locations. For difficulties accessing the server
address, verify the name/IP resolution in the network Domain Name Server (DNS).

Kaseya Support may be contacted via email at support@kaseya.com.
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